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1. CA (UTF8)

CA (UTF8) VA
(CRL/ARL)
1.1.
CA
1.1.1. ( CA (UTF8) - CA)
D) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmidentifier
algorithm ID
oID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
Issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8




Subject

countryName

organizationName

organizationalUnitName

PrintableString
JP

UTF8String
LGPKI

UTF8String
Organization CA U8

subjectPublicKeyInfo

subjectPublicKeylnfo
algorithmldentifier

algorithm ID
OID
12 840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublickey
BIT STRING
@) (extensions)
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit

OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString

000001100(keyCertSign cRLSign)




certificatePolicies = TRUE
policylnformation
policyldentifier ID
oID

policyQualifiers
policyQualifierlD

qualifier

policyldentifier

policyQualifiers
policyQualifierlD

qualifier

CPS

CPS

12392200110108511 101

ID

OID
136155721

URI
IA5String
http://www.Igpki.jp

ID

OID
1239220011010851 7 101

ID
OID
136155721
URI
IA5String

http://www.Igpki.jp

basicConstraints = TRUE
basicConstraints
A CA
BOOLEAN
TRUE
cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName |CRL
UTF8String
Bridge CA U8



http://www.lgpki.jp
http://www.lgpki.jp

1.1.2. CA (UTF8) - CA)
(€D) (Basic)
Version
version
INTEGER
2
SerialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
Validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
Issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8
Subject
countryName
PrintableString
JP
organizationName
UTF8String

organizationalUnitName

Japanese Government

UTF8String
BridgeCA




SubjectPublicKeylInfo

subjectPublicKeyInfo
algorithmidentifier

algorithm ID
oID
12840113549111
parameters
NULL
subjectPublicKey
BIT STRING
) (extensions)
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
000001100(keyCertSign cRLSign)
certificatePolicies = TRUE
policylnformation
policyldentifier ID
oID

12392 20011010851 1101
policyQualifiers

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
policyldentifier ID
OID

12392 20011010851 7 101
policyQualifiers

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
policyldentifier ID
OID

12392200110108511 101
policyQualifiers

policyQualifierlD ID
OID



http://www.lgpki.jp
http://www.lgpki.jp

qualifier

policyldentifier

policyQualifiers

136155721

CPS URI
IAS5String
http://www.Igpki.jp

ID
OID

1239220011010851 7 101

policyQualifierID ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
policyMappings = FALSE
issuerDomainPolicy OoID
OID
123922001101085111
SubjectDomainPolicy CA oIb
OoID
02440100145811110
issuerDomainPolicy OoID
OID
123922001101085171
SubjectDomainPolicy CA oD
OID
02 4401001458 31 21 30
issuerDomainPolicy oID
oID
12392200110108511 101
SubjectDomainPolicy CA oD
oID
02 4401001458111 110
issuerDomainPolicy oID
oID
12392 200110108517 101
SubjectDomainPolicy CA oD
oID

02440100145 8 31 21 130



http://www.lgpki.jp
http://www.lgpki.jp

basicConstraints = TRUE
BasicConstraints
A CA
BOOLEAN
TRUE
policyConstraints = TRUE
policyConstraints
requireExplicitPolicy
INTEGER
0
inhibitPolicyMapping
INTEGER
1
cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
DistributionPoint CRL
FullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName CRL
UTF8String
Bridge CA U8




1.1.3. VA

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8

subject




subjectPublicKeylnfo

subjectPublicKeyInfo
algorithmidentifier

algorithm ID
OID
12840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublicKey
BIT STRING
2) extensions
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
100000000(digitalSignature)
extendedKeyUsage = FALSE
KeyPurposeld
OID
1361557 39(0OCSPSigning)
OID
136155 7 48 1 5(id-pkix-ocsp-nocheck)
certificatePolicies = TRUE
Policylnformation
policyldentifier ID
OID
123922001101085131
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
CountryName CRL
PrintableString
JP
OrganizationName CRL
UTF8String
LGPKI
OrganizationalUnitName ICRL
UTF8String
Bridge CA U8




1.1.4.

D) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8

-10-




Subject

countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8
subjectPublicKeyInfo
subjectPublicKeylnfo
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublickey
BIT STRING
2 (extensions)
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit

OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage RUE
keyUsage

BitString
000001100 (keyCertSign cRLSign)

basicConstraints

= TRUE

basicConstraints
A

CA

BOOLEAN
TRUE

-11-




cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName |CRL
UTF8String
Bridge CA U8

-12-




1.1.5.

(€H) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmidentifier
algorithm ID
oID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmsszZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8

13-



Subject

countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8
subjectPublicKeyInfo
subjectPublicKeylnfo
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublickey
BIT STRING
2 (extensions)
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit

OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage RUE
keyUsage

BitString
000001100 (keyCertSign cRLSign)

certificatePolicies

= FALSE

Policylnformation

Policyldentifier ID

oD
2529 32 0 (AnyPolicy)

basicConstraints = TRUE

basicConstraints

A CA

BOOLEAN
TRUE

14-




cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName |CRL
UTF8String
Bridge CA U8

-15-




1.2.

CA
(CRL/ARL)
1.2.1. CRL
(¢H) (Basic)
version
version
INTEGER
1
signature
algorithmidentifier
algorithm ID
OID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Bridge CA U8
thisUpdate
thisUpdate
UTC Time
yymmddhhmmssZ
nextUpdate
nextUpdate
UTC Time
yymmddhhmmssZ

-16-




revokedCertificates

userCertificate

revocationDate

criEntryExtensions
reasonCode

(

= FALSE)

INTEGER

UTC Time
yymmddhhmmssZ

ENUMERATED

keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)

-17-




2 (extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
CountryName CRL
PrintableString
JP
OrganizationName CRL
UTF8String
LGPKI
organizationalUnitName CRL
UTF8String
Bridge CA U8
onlyContainsUserCerts
BOOLEAN
TRUE

-18-




1.2.2. ARL

) (Basic)
version
version
INTEGER
1
signature
algorithmldentifier
algorithm ID

OID

12840 113549 1 1 11 (sha256WithRSAEncryption)

parameters

NULL

issuer
countryName

PrintableString

JP

organizationName

UTF8String

LGPKI

organizationalUnitName

UTF8String

Bridge CA U8

thisUpdate
thisUpdate

UTC Time

yymmddhhmmssZ

nextUpdate
nextUpdate

UTC Time

yymmddhhmmssZ

revokedCertificates
userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

criEntryExtensions
reasonCode
( = FALSE)

ENUMERATED
keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)

-10-




2 (extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
CountryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName CRL
UTF8String
Bridge CA U8
onlyContainsCACerts CA
BOOLEAN
TRUE

-20-




2.1.

CA

CA

(CRL/ARL)

-21-

CA



2.1.1.

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Organization CA U8

-22-



subject

countryName

PrintableString
JP
organizationName
UTF8String
Local Governments
localityName
UTF8String
organizationalUnitName
UTF8String
organizationalUnitName *1
UTF8String
commonName
UTF8String
subjectPublicKeyInfo
subjectPublicKeyInfo
algorithmldentifier
RSAENcryption
algorithm ID
OID
12840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublickey
BIT STRING
(*1) organizationalUnitName organizationalUnitName

-23-




@) (extensions)

authorityKeyldentifier ( = FALSE)

authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING

subjectKeyldentifier = FALSE

subjectKeyldentifier
SHA-1 160bit
OCTET STRING

keyUsage = TRUE
keyUsage
BitString
110000000 (digitalSignature nonRepudiation)
certificatePolicies = TRUE
policylnformation
policyldentifier ID
oID

12392 20011010851 1101
policyQualifiers

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
subjectAltName = FALSE
subjectAltName
directoryName
countryName
PrintableString
JP

organizationName

UTF8String

Local Governments
LocalityName

UTF8String
organizationalUnitName

UTF8String
organizationalUnitName (*2)

UTF8String
commonName

UTF8String

(*2) organizationalUnitName organizationalUnitName

-24-
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cCRLDistributionPoints = FALSE

CRLDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
CountryName CRL
PrintableString
JP
OrganizationName CRL
UTF8String
LGPKI
organizationalUnitName |CRL
UTF8String
Organization CA U8

-25-



2.1.2.

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Organization CA U8

-26-



Subject

countryName

PrintableString
JP
organizationName
UTF8String
Local Governments
localityName
UTF8String
organizationalUnitName
UTF8String
organizationalUnitName (*3)
UTF8String
commonName
UTF8String
subjectPublicKeyInfo
subjectPublicKeyInfo
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublickey
BIT STRING
(*3) organizationalUnitName organizationalUnitName

-27-




@) (extensions)

authorityKeyldentifier ( = FALSE)

authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING

subjectKeyldentifier ( = FALSE)

subjectKeyldentifier
SHA-1 160bit
OCTET STRING

keyUsage = TRUE
keyUsage
BitString
10100000 (digitalSignature keyEncipherment)
extendedKeyUsage = FALSE
KeyPurposeld
OID
136155 7 3 2(clientAuth)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
oID

12392 20011010851 7 101
policyQualifiers

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
subjectAltName = FALSE
subjectAltName
directoryName
countryName
PrintableString
JP

organizationName

UTF8String

Local Governments
LocalityName

UTF8String
organizationalUnitName

UTF8String
organizationalUnitName (*4)

UTF8String
commonName

UTF8String

-28-



http://www.lgpki.jp

(*4) organizationalUnitName organizationalUnitName

issureAltName = FALSE
issureAltName
directoryName
countryName
PrintableString
JP
organizationName
UTF8String
organizationalUnitName
UTF8String
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName CRL
UTF8String
Organization CA U8

-20-



2.2.

CA
(CRL/ARL)
2.21. CRL
(¢H) (Basic)
version
version
INTEGER
1
signature
algorithmidentifier
algorithm ID
OID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
issuer
countryName
PrintableString
JP
organizationName
UTF8String
LGPKI
organizationalUnitName
UTF8String
Organization CA U8
thisUpdate
thisUpdate
UTC Time
yymmddhhmmssZ
nextUpdate
nextUpdate
UTC Time
yymmddhhmmssZ

-30-



revokedCertificates

userCertificate

revocationDate

criEntryExtensions
reasonCode

(

= FALSE)

INTEGER

UTC Time
yymmddhhmmssZ

ENUMERATED

keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)

-31-




2) (extensions)

authorityKeyldentifier (

= FALSE)

BOOLEAN
TRUE

authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
CountryName CRL
PrintableString
JP
OrganizationName CRL
UTF8String
LGPKI
organizationalUnitName |CRL
UTF8String
Organization CA U8
onlyContainsUserCerts

-32-




2.2.2. ARL

() (Basic)
version
version
INTEGER
1
signature
algorithmldentifier
algorithm ID

OID

12840 113549 1 1 11 (sha256WithRSAEncryption)

parameters

NULL

issuer
countryName

PrintableString

JP

organizationName

UTF8String

LGPKI

organizationalUnitName

UTF8String

Organization CA U8

thisUpdate
thisUpdate

UTC Time

yymmddhhmmssZ

nextUpdate
nextUpdate

UTC Time

yymmddhhmmssZ

revokedCertificates
userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

criEntryExtensions
reasonCode
( = FALSE)

ENUMERATED
keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)

-33-




2 (extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
DirectoryName CRL
CountryName CRL
PrintableString
JP
organizationName CRL
UTF8String
LGPKI
organizationalUnitName CRL
UTF8String
Organization CA U8
onlyContainsCACerts CA
BOOLEAN
TRUE

-34-




3. CA (PS)

CA (PS) Web
(CRL/ARL)
3.1.
CA
3.1.1. Web
D) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmidentifier
algorithm ID
oID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3

-35-



subject

subjectPublicKeylnfo

subjectPublicKeylnfo
algorithmidentifier
algorithm

parameters

subjectPublickey

ID
OID
12840 113549 1 1 1(RSAEncryption)

NULL

BIT STRING

-36-




2) extensions

authorityKeyldentifier (

= FALSE)

authorityKeyldentifier
keyldentifier

SHA-1 160bit
OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
101000000(digitalSignature keyEncipherment)
extendedKeyUsage = FALSE
KeyPurposeld
OID
136155 7 3 1(serverAuth)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
oID

policyQualifiers

1239220011010851 3101

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName CRL
PrintableString
Application CA G3
uniformResourceldentifier |CRL URL
IA5String

uniformResourceldentifier

CRL

http://www.lgpki.jp/Information/CRL/AppCACtl.crl

URL LGWAN
IA5String

http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl

-37-



http://www.lgpki.jp
http://www.lgpki.jp/Information/CRL/AppCACrl.crl
http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl

3.1.2.

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3

-38-



subject

subjectPublicKeylnfo

subjectPublicKeylnfo
algorithmidentifier
algorithm

parameters

subjectPublickey

ID
OID
12840 113549 1 1 1(Sha-1WithRSAEncryption)

NULL

BIT STRING

-30-




2 extensions

authorityKeyldentifier (

= FALSE)

authorityKeyldentifier
keyldentifier

SHA-1 160bit
OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
100000000 (digitalSignature)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
OID

policyQualifiers

12392200110108514 101

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
ountryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName |CRL
PrintableString
Application CA G3
uniformResourceldentifier |CRL URL
IA5String
http://www.Igpki.jp/Information/CRL/AppCACrl.crl
uniformResourceldentifier |CRL URL LGWAN
IA5String

http://www-asp.lgwan.jp/Information/CRL/AppCACirl.crl

-40-



http://www.lgpki.jp
http://www.lgpki.jp/Information/CRL/AppCACrl.crl
http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl

3.1.3.

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3

41-



subject

subjectPublicKeylnfo

subjectPublicKeylnfo
algorithmidentifier
algorithm

parameters

subjectPublickey

ID
OID
12840 113549 1 1 1(RSAEncryption)

NULL

BIT STRING

-42-




2) extensions

authorityKeyldentifier (

= FALSE)

authorityKeyldentifier
keyldentifier

SHA-1 160bit
OCTET STRING

subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160it
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
100000000(digitalSignature)
extendedKeyUsage = FALSE
keyPurposeld
oID
136155 7 3 3(CodeSigning)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
oID

policyQualifiers

12392200110108515 101

policyQualifierlD ID
OID
136155721
qualifier CPS URI
IA5String
http://www.Igpki.jp
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName CRL
PrintableString
Application CA G3
uniformResourceldentifier |CRL URL
IA5String
http://www.lgpki.jp/Information/CRL/AppCACtl.crl
uniformResourceldentifier |CRL URL LGWAN
IA5String

http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl
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http://www.lgpki.jp/Information/CRL/AppCACrl.crl
http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl

3.1.4.

() (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3

subject

-44-



subjectPublicKeylnfo

subjectPublicKeyInfo
algorithmidentifier

algorithm ID
OID
12840 113549 1 1 1(RSAEncryption)
parameters
NULL
subjectPublicKey
BIT STRING
2) extensions
authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
111100000(digitalSignature nonRepudiation
keyEncipherment dataEncipherment)
extendedKeyUsage = FALSE
keyPurposeld
OID
1361557 3 1(serverAuth)
OID
1361557 3 2(clientAuth)
OID
136155 7 3 8(timeStamping)
certificatePolicies = FALSE
policylnformation
policyldentifier ID
OID

policyQualifiers
policyQualifierlD

qualifier

12392 200110108516 101

ID
OID
136155721
CPS URI
IA5String

http://www.Igpki.jp
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http://www.lgpki.jp

cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
ountryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName |CRL
PrintableString
Application CA G3
uniformResourceldentifier |CRL URL
IA5String
http://www.Igpki.jp/Information/CRL/AppCACrl.crl
uniformResourceldentifier |CRL URL LGWAN
IA5String

http://www-asp.lgwan.jp/Information/CRL/AppCACirl.crl
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http://www.lgpki.jp/Information/CRL/AppCACrl.crl
http://www-asp.lgwan.jp/Information/CRL/AppCACrl.crl

3.1.5.

(€D) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3
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subject

countryName

organizationName

organizationalUnitName

PrintableString
JP

PrintableString
LGPKI

PrintableString
Application CA G3

subjectPublicKeyInfo

subjectPublicKeylnfo
algorithmldentifier
algorithm

parameters

subjectPublickey

ID
oID
1 2 840 113549 1 1 1(RSAEncryption)

NULL

BIT STRING
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&)

(extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
000001100(keyCertSign cRLSign)
basicConstraints = TRUE
basicConstraints
A CA
BOOLEAN
TRUE
cRLDistributionPoints = FALSE
CRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName |CRL
PrintableString
Application CA G3
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3.1.6.

(€8) (Basic)
version
version
INTEGER
2
serialNumber
certificateSerialNumber
INTEGER
signature
algorithmldentifier
algorithm ID
OID
12 840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
validity
validity
notBefore
UTC Time
yymmddhhmmssZ
notAfter
UTC Time
yymmddhhmmssZ
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3
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subject

countryName

organizationName

organizationalUnitName

PrintableString
JP

PrintableString
LGPKI

PrintableString
Application CA G3

subjectPublicKeyInfo

subjectPublicKeylnfo
algorithmldentifier
algorithm

parameters

subjectPublickey

ID
oID
1 2 840 113549 1 1 1(RSAEncryption)

NULL

BIT STRING
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&)

(extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier
keyldentifier SHA-1 160bit
OCTET STRING
subjectKeyldentifier = FALSE
subjectKeyldentifier
SHA-1 160bit
OCTET STRING
keyUsage = TRUE
keyUsage
BitString
000001100(keyCertSign cRLSign)
certificatePolicies = FALSE
Policylnformation
Policyldentifier ID
OID
2 529 32 0 (AnyPolicy)
basicConstraints = TRUE
basicConstraints
A CA
BOOLEAN
TRUE
cRLDistributionPoints = FALSE
cRLDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName CRL
PrintableString
Application CA G3
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3.2.

CA
(CRL/ARL)
3.21. CRL
(¢H) (Basic)
version
version
INTEGER
1
signature
algorithmidentifier
algorithm ID
OID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3
thisUpdate
thisUpdate
UTC Time
yymmddhhmmssZ
nextUpdate
nextUpdate
UTC Time
yymmddhhmmssZ
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revokedCertificates

userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

criEntryExtensions
reasonCode
( = FALSE)

ENUMERATED
keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)
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2) (extensions)

authorityKeyldentifier (

= FALSE)

BOOLEAN
TRUE

authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = FALSE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName |CRL
PrintableString
Application CA G3
onlyContainsUserCerts
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3.2.2. ARL

() (Basic)
version
version
INTEGER
1
signature
algorithmldentifier
algorithm ID
OID
12840 113549 1 1 11 (sha256WithRSAEncryption)
parameters
NULL
issuer
countryName
PrintableString
JP
organizationName
PrintableString
LGPKI
organizationalUnitName
PrintableString
Application CA G3
thisUpdate
thisUpdate
UTC Time
yymmddhhmmssZ
nextUpdate
nextUpdate
UTC Time
yymmddhhmmssZ
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revokedCertificates

userCertificate

INTEGER

revocationDate

UTC Time

yymmddhhmmssZ

criEntryExtensions
reasonCode
( = FALSE)

ENUMERATED
keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
superseded(4)
cessationOfOperation(5)
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2) (extensions)

authorityKeyldentifier ( = FALSE)
authorityKeyldentifier SHA-1 160bit
OCTET STRING
CRLNumber = FALSE
CRLNumber
INTEGER
issuingDistributionPoint = TRUE
issuingDistributionPoints CRL
distributionPoint CRL
fullName
directoryName CRL
countryName CRL
PrintableString
JP
organizationName CRL
PrintableString
LGPKI
organizationalUnitName |CRL
PrintableString
Application CA G3
onlyContainsCACerts CA
BOOLEAN
TRUE
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