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. LGPKI

LGPKI
BCA CA
(CRL/ ARL) CRL/ARL
CRL ASN.1 AttributeDescription Binary
BCA CA
CA
O @)
@) @)
O @)
@) @)
@) @)
O
RFC2587
o CA cACertificate

® BCA crossCertificatePair




D

BCA CA
BCA CA

CA

BCA CA

PkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

crossCertificatePair

CertificatePair

Forward CA BCA

Reverse BCA CA

CA

CA

BCA CA

BCA CA

PkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

crossCertificatePair

CertificatePair

Reverse BCA CA

CA

CA

CA CA
BCA CA
BCA

CA

CA CA

PkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

CACertificate

Certificate

1 International standard 9594-8 ITU-T RECOMMENDATION X.509 (03/2000)

forward / reverse

issuedToThisCA / issuedByThisCA
forward / reverse




2

(] CA
® CA CA
CA
°
BCA CA 10
1)
BCA CA
CA
CA
PkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
CACertificate
Certificate
()
CA CA CcACertificate
)
)
1)
CA cRLDistributionPoint
CA
ARL

cRLDistributionPoints
CA

cRLDistributionPoints
CRLDistributionPoint
(joint-iso-itu-t(2) ds(5) objectClass(6)
cRLDistiributionPoint(19))




(2

CR

CA

pkiCA

(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
AuthorityRevocationList ARL
CertificateList

cRLDistributionPoints
CA

cRLDistributionPoints
CRLDistributionPoint
(joint-iso-itu-t(2) ds(5) objectClass(6)
cRLDistiributionPoint(19))

CA
pkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

CertificateRevocationList CRL

CertificateList

nextUpdate

nextUpdate
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GPKI
GPKI
2 3 30
LGPKI
CRL/ARL
LGPKI
Web
Subject !

C countryName JP
o] organizeitionName Local Governments
I localityName
ou organizationalUnitName
ou (*1) organizationalUnitName *2
cn (*1) commonName

(*1) ou cn 64 64

64

(*2) organizationalUnitName organizationalUnitName
c countryName JP
o] organizeitionName Local Governments
I localityName
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ou organizationalUnitName
ou (*1) organizationalUnitName *2
cn (*1) commonName
(*1) ou cn 64 64
64
(*2) organizationalUnitName organizationalUnitName
c countryName JP
o] organizeitionName Local Governments
I localityName
ou organizationalUnitName
ou (*1) organizationalUnitName *2
cn (*1) commonName
E E-mail address xxxxx@pref.xxxx.lg.jp
(*1) ou cn 64 64
64
(*2) organizationalUnitName organizationalUnitName
CSR
Web
CSR CSR
Web
c countryName JP
st s state or province
I localityName
o] organizeitionName Local Governments Local Governments
. o . xXxxx Prefecture Soumubu
ou (*1) organizationalUnitName IT Suishinshitsu
FQDN .
cn (*1) commonName Q www.pref.xxxxx.lg.jp
(*1) ou cn 64 64
64
c countryName JP
st 5 state or province
I localityName
o] organizeitionName Local Governments Local Governments
ou (*1) organizationalUnitName xxxxx Prefecture Soumubu
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IT Suishinshitsu

cn (*2) commonName

CodeAdmin

*3

CodeAdmin
Prefecture {

of

}

XXXXX

H

(*1) ou cn 64

64
(*2)

CRL/ARL

LGPKI

LGPKI

® Sha256WithRSAENcryption  1.2.840.113549.1.1.11

® RSA 2048

DIT

64

CodeAdmin

CRL/ARL
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. LGPKI

LGPKI
directoryName

subject  issuer

.issuerAltName

issuerAltName

subjectAltName

DIT

generalName

directoryName

RFC2459

DN
CA

subjectAltName

directoryName

directoryName

UTR8String

22

issuer subject

LGPKI

UTRF8 String
Printable String
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LGPKI BCA
BCA
LGPKI BCA
CA LGPKI
LDAP
LGPKI

BCA
BCA

VA

BCA
extendedK eyUsage id-kp-OCSPSigning

LGPKI
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. LGPKI DIT

DIT
DIT LGPKI "LGPKI" LGPKI
CA CA CA
LGPKI subject  issuer DN
Printable String CA  UTF8String CA UTF8String CA
ou(organizational UnitName) ”ug”
LGPKI DIT

c=JP

0=LGPXKI

|
ou=Application CA G3

ou=Bridge CA U8 ou=0Organization CA U8

LGPKI DIT
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. DIT

DIT
c "JP
0 "LGPKI"
ou "Bridge CAUS8" "Application CA G3" ”Organization CA U8”
LGPKI
.LGPKI
LGPKI RFC2256
organization
organization organization
top
organization
organization

joint-iso-itu-t(2) ds(5) objectClass(6)
organization(4)

top

(0]

userPassword
searchGuide

seeAlso

businessCategory
x121Address
registeredAddress
destinationl ndicator
preferedDeliveryMethod
telexNumber
telexTerminal ldentifier
telephoneNumber
internationali SDNNumber
facsimileTelephoneNumber
Street

postOfficeBox

postal Code
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postal Address
physical DeliveryOfficeName

st

[

description

top

top

joint-iso-itu-t(2) ds(5) objectClass(6)
top(0)

objectClass

(1) LGPKI
LGPKI ("LGPKI"™) organization
o
o o name

0

o

joint-iso-itu-t(2) ds(5) attributeType(4)
organi zationName(10)

name

name

name

name
name

joint-iso-itu-t(2) ds(5) attributeType(4)
name(41)

caselgnoreMatch
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caselgnoreSubstringMatch

DirectoryString

.CA

CA
organizational Unit
pkiCA

organziational Unit

RFC2256
RFC2587

organizaionlUnit

top

organizationalUnit

organizational Unit

joint-iso-itu-t(2) ds(5) objectClass(6)
organi zational Unit(5)

top

objectClass
ou

userPassword

searchGuide

seeAlso

businessCategory
x121Address
registeredAddress
destinationl ndicator
preferedDeliveryMethod
telexNumber

telexTerminal ldentifier
telephoneNumber
internationali SDNNumber
facsimileTelephoneNumber
street

postOfficeBox

postalCode

postalAddress

physical DeliveryOfficeName
st

I
description

pkiCA
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pkiCA

pkiCA

joint-iso-itu-t(2) ds(5) objectClass(6)
pkiCA(22)

top

objectClass

CcACertificate
certificateRevocationList
authorityRevocationList
crossCertificatePair

(1) CA
CA CA "Bridge CA U8" CA "Application CA G3"
CA "Organization CA U8" organi zationa Unit
ou
ou ou name
ou
ou
joint-iso-itu-t(2) ds(5) attributeType(4)
organi zational UnitName(11)
name
name
name
@)
pkiCA
cACertificate
BCA CA
"CACertificate;binary”
cACertificate
cACertificate
cACertificate
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joint-iso-itu-t(2) ds(5) attributeType(4)
CACertificate(37)

certificateExactMatch

Certificate

®3)

crossCertificatePair
BCA CA CA
crossCertificatePair
"crossCertificatePair;binary”

crossCertificatePair

crossCertificatePair

crossCertificatePair

joint-iso-itu-t(2) ds(5) attributeType(4)
crossCertificatePair(40)

certificatePairExactM atch

CertificatePair

cACertificate
CA CA BCA
cACertificate
"cACertificate;binary”

cACertificate

CACertificate

cACertificate

pkiCA

pkiCA
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joint-iso-itu-t(2) ds(5) attributeType(4)
CACertificate(37)

certificateExactMatch

Certificate

(4) CRL
CRL pkiCA
certificateRevocationList
"certificateRevocationList;binary"

certificateRevocationList

certificateRevocationList

certificateRevocationList

joint-iso-itu-t(2) ds(5) attributeType(4)
certificateRevocationList(39)

certificateListExactMatch

CertificatelList

(5 ARL
CA CRL pkiCA
authorityRevocationList
"authorityRevocationL.ist;binary"

authorityRevocationList

authorityRevocationList

authorityRevocationList

joint-iso-itu-t(2) ds(5) attributeType(4)
authorityRevocationList(38)
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certificateListExactMatch

CertificatelList
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LDAPvV3

BindRequest
Bind BindRequest

version 2 3
name " 0 )
authenticaton.simple ™" ( 0 )

Bind Response
RFC22514.2.3

Unbind Request/Response
RFC2251 4.3

Search Request
RFC22514.5.1

derefAliases neverDerefAliases
typesOnly FALSE
filter approxMatch extensibleMatch

SearchResEntry/ResDone/ResRef
RFC22514.5.2 453

SearchResponse
RFC1777 4.3
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1.1.

SSL https(TCP/443)

CVS

1-1




CVS

2.
OCSP(RFC2560)
OID
OID: 1.2.392.200010.10
2.1. OCSP Request
2.1.1. OCSP OCSPRequest
RFC2560
requestExtensions  nonce
acceptableResponses, optionalSignature
2.1.2. OCSP singleRequestExtensions
OCSP Request singleRequestExtensions
2.1.2.1. (subscriber)
subscriber
Extension
2-1
Object id 1.2.392.200010.10.1 :subscriberCert
Critical flag Critical
Value X.509




2.1.2.2.

(subscriber)

(Trust Anchor) subscriber

Extension
Trust Anchor
2-2
Object id 1.2.392.200010.10.2 :intermediateCerts
Critical flag Critical
Value X.509

2.1.2.3. CA(Trust Anchor)
(relying party)

(Trust Anchor)

® CA
Extension (relying party)
(Trust Anchor)
LGPKI LGPKI
2-3 (Trust Anchor)
Object id 1.2.392.200010.10.3 : trustAnchorCert
Critical flag Critical
Value X.509




2.1.2.4.

(relying party)
object id

Extension

2-4

Object id 1.2.392.200010.10.4 : requiredPolicy
Critical flag Critical
Value object-id

2.1.2.5. require-explicit-policy

(relying party)
require-explicit-policy

require-explicit-policy

Extension
LGPKI

require-explicit-policy

Extension

2-5 require-explicit-policy

LIO(

)’1

Object id 1.2.392.200010.10.5 :require-explicit-policy
Critical flag Critical
Value 0-xxx(integer)




2.1.2.6. inhibit-policy-mapping
(relying party) inhibit-policy-mapping
inhibit-policy-mapping
inhibit-policy-mapping
Extension

LGPKI Extension

2-6 inhibit-policy-mapping

Object id 1.2.392.200010.10.6 :inhibit-policy-mapping
Critical flag Critical
Value 0-xxx(integer)

2.1.2.7.

(relying party)

Extension
® O ( )
CRL/ARL
2-7
Object id 1.2.392.200010.10.7 : responseFormat
Critical flag Critical
Value 0 1(integer)




2.2. OCSP Response +

2.2.1. OCSP OCSPResponse
RFC2560

responseExtensions  nonce

nextUpdate

2.2.2. OCSP singleExtensions

OCSP Response singleExtensions

2.2.2.1.

Extension

0: (good)
101:

202:

203:

204: Policy Mappings  Any-Policy
205:

206: OCSP CertStatus  unknown

® 301:

® 302:

® 901:
902:

2-8

Object id 1.2.392.200010.10.8 : certPathStatus

Critical flag Critical

Value 0-xxx(integer)




2.2.2.2.

Extension

2-9

Object id

1.2.392.200010.10.9 : CertPath

Critical flag

Non Critical

Value

X.509

2.2.2.3. CRL/ARL

OCSP

CRL/ARL

Extension

2-10 CRL/ARL

Object id 1.2.392.200010.10.10 : revocationList
Critical flag Non Critical
Value CRL X.509




2.2.2.4. OCSP

OCSP
OCSP
Extension
2-11 OCSP
Object id 1.2.392.200010.10.11 : OCSPResponse
Critical flag Non Critical
Value OCSP RFC2560
2.2.2.5.
Extension
2-12

Object id 1.2.392.200010.10.12 : mappedPolicy
Critical flag Non Critical
Value object-id




https(TCP/443)
HTTP
3.1
3-1

1 Request-line POST / HTTP/1.0 CR+LF
2 entity-header Content-Type: application/ocsp-request CR+LF

Content-Length: N CR+LF
3 CR+LF
4 entity-body
(1) CR+LF ASCII 0d(16 ) Oa 16
(2) N entity-body
(3) (ASCII 20(16 )

3.2.
3-2

1 Status-line HTTP/1.0 200 OK CR+LF
2 entity-header Content-Type: application/ocsp-response CR+LF

Content-Transfer-Encoding: Binary CR+LF

Content-Length: N CR+LF
3 CR+LF
4 Entity-body
(1) CR+LF ASCII 0d(16 ) Oa 16
(2) N entity-body
(3) (ASCII 20(16 )




4.1.
LGPKI
4-1
1)
- OCSPRequest
tbsRequest TBSRequest
requestList SEQUENCE OF Request
- Request
reqCert CertiD 2
hashAlgorithm Algorithmldentifier
|algorithm OBJECT IDENTIFIER 1.3.14.3.2.26
issuerNameHash OCTET STRING 20
issuerKeyHash OCTET STRING 20

serialNumber

CertificateSerialNumber

singleRequestExtensions [0]
- Extensions
(subscriberCert) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.1
critical BOOLEAN TRUE
extnValue OCTET STRING
- Certificate subscriber

(intermediateCerts)

Extension 3

10

extnld OBJECT IDENTIFIER 1.2.392.200010.10.2
critical BOOLEAN TRUE
extnValue OCTET STRING
| - Certificate
(trustAnchorCert) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.3
critical BOOLEAN TRUE
extnValue OCTET STRING
- Certificate CA
(requiredPolicy) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.4
critical BOOLEAN TRUE
extnValue OCTET STRING
- OBJECT IDENTIFIER OoID
(require-explicit-policy) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.5
critical BOOLEAN TRUE
extnValue OCTET STRING
- INTEGER require-explicit-policy
(D)
(inhibit-policy-mapping) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.6
critical BOOLEAN TRUE
extnValue OCTET STRING




INTEGER

inhibit-policy-mapping
(9

(responseFormat) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.7
critical BOOLEAN TRUE
extnValue OCTET STRING
[- INTEGER
requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2
extnValue OCTET STRING
- Nonce 6 1 32
CertiD Subscriber
OID Extension
OCTET STRING
4.2.
LGPKI
4-2
1)
- OCSPResponse
responseStatus OCSPResponseStatus 0
responseBytes [0]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.1
response OCTET STRING
- BasicOCSPResponse
thsResponseData ResponseData
responder|D ResponderID([1])
- Name CVS
subject
producedAt GeneralizedTime
responses SEQUENCE OF
SingleResponse
- SingleResponse
certlD CertlD
hashAlgorithm Algorithmldentifier
|a|gorithm OBJECT IDENTIFIER 1.3.14.3.2.26
issuerNameHash OCTET STRING Request
issuerKeyHash OCTET STRING Request
serialNumber CertificateSerialNumber Request
certStatus CertStatus(CHOICE)
| unknown [2] Unknownlnfo ( 2

11




thisUpdate

GeneralizedTime

singleExtensions [1]
- Extensions

(certPathStatus) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.8
critical BOOLEAN TRUE
extnValue OCTET STRING

- INTEGER

(certPath) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.9
extnValue OCTET STRING

CERTIFICATE

(revocationList)

Extension 3

extnld OBJECT IDENTIFIER 1.2.392.200010.10.10
extnValue OCTET STRING
- CRL CRL/ARL
(OCSPResponse) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.11
extnValue OCTET STRING
- OCSPResponse OCSPResponse
(mappedPolicy) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.12
extnValue OCTET STRING
- OBJECT IDENTIFIER OoID
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2
extnValue OCTET STRING

Nonce

Request

S|

ignatureAlgorithm

Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11

parameters NULL
signature BIT STRING CVS
certs [0]

| - SEQUENCE OF Certificate | CVS
1
unknown
OID Extension
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® sha256WithRSAEnNcryption

2.2.2.1

sha256WithRSAENcryption
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